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1
Decision/action requested

SA3 is kindly requested to accept the below pCR to TR 33.835
2
References

[1]
3GPP TS 33.835 
3
Rationale

The key hierarchy in 5G was designed such that new services like GBA and BEST would not necessarily need a new authentication run. One key that is particularly suited for key reuse is KAUSF which resides in the home network. Suitable keys in the visited network would be KSEAF or KAMF.

The text of key issues #1 and #4 in [1] already suggest using the existing KAUSF for deriving keys for AKMA and seems to assume that this is easily achieved. Nonetheless, we believe that separate key issue is necessary in order to study the following:

-
An appropriate architecture design to make this key available;

-
An appropriate way to derive AKMA key(s) from the key used;

-
Ways to avoid keyleakage of the key used to derive the AKMA key from;

-
Whether also KSEAF, KAMF, or other keys can be reused.

The latter may be of relevance in view of key issue #10 which indicates that regulatory compliance needs to be studied.

The text below proposes a key issue on reuse of existing keys for the purpose of AKMA.

4
Detailed proposal

**** First Change ****
5.xx
Key Issue #xx: Use of established keys for AKMA

5.xx.1
Issue details

Upon authentication, the UE and the network will derive a number of keys, in order:

-
KAUSF;

-
KSEAF;

-
KAMF;

-
NAS keys

-
Access network keys.

Some of these keys could potentially be used for AKMA. In this view, the most likely candidates are KAUSF for the home network and KSEAF, KAMF, and NAS keys for the visited network. Access network keys are less likely candidates because they reside in the access network, i.e. in a more exposed location than the core network.

Use of an established key has the inherit risk of key leakage to unauthorized parties. Also, the key that is to be used somehow has to be made available for reuse in AKMA. This requires an architectural solution. 

Solutions addressing this key issue should address (at least one) of the following:

-
How key leakage is prevented;

-
Whether only home network keys or also serving network keys can be reused;

-
How the key is reused;

-
How AKMA keys or AKMA anchor key is derived in case of key reuse;

-
An appropriate architecture design that enables key reuse.
5.xx.2
Security Threats

Improper use of an established key can lead to key leakage of this established key.

Unauthorized access to the key use capability may compromise AKMA service or 5G Security.

5.xx.3
Potential security requirements

Key leakage due to established key use shall be prevented;

Unauthorized access to the key use functionality shall be prevented;

Established key use shall not lead to compromise of AKMA keys or 5G Security keys.
